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The implications of the Supreme Court’s decision in 
Carpenter v. United States are just now coming into 
view as lower courts begin to apply Carpenter’s les-

sons to other forms of modern surveillance.1 In 
Carpenter, the Court held that a warrant is required to 
access more than six days of historical “cell site location 
information” — data obtained from the cellphone serv-
ice provider indicating where a phone is connected to 
the cellular network.2 But the Court’s reasoning was not 
so limited. Instead, Carpenter marked another milestone 
in the Court’s process of rethinking Fourth Amendment 
doctrines in the digital age.3 This article offers a snapshot 
of some current investigative techniques that may be ripe 
for constitutional challenges in a post-Carpenter world. 

 

Picturing the  
Post-Carpenter Landscape 

Broadly speaking, two kinds of cases will be most 
directly affected by the Carpenter ruling: “location 

tracking” cases and “third-party records” cases. As 
Carpenter was quick to acknowledge, “personal location 
information maintained by a third party … does not fit 
neatly under existing precedents.” Instead, it implicates 
two, previously distinct strands of Fourth Amendment 
law: (1) the “public space” doctrine, which concerns the 
privacy of one’s physical location and movements; and 
(2) the “third-party” doctrine, which governs the priva-
cy of things people share with others.4 Accordingly, this 
article first examines three new location tracking tech-
nologies through a post-Carpenter lens, and then 
addresses government access to other kinds of data 
maintained by third parties.  

It is important to bear in mind, however, that there 
may be significant overlap and interaction between 
these issues, as the Carpenter decision demonstrates. 
Rather than impose the rigidity of old doctrines on 
new technologies, the Court sought to preserve the 
“degree of privacy against government that existed 
when the Fourth Amendment was adopted.”5 The 
majority built on the Court’s landmark decisions in 
United States v. Jones6 and Riley v. California7 to once 
again recognize the guiding principle that digital is dif-
ferent — the idea that the old rules governing searches 
and seizures in the context of physical objects do not 
make much sense when applied to vast stores of digital 
data.8 In the end, the Court’s aim was to “secure the pri-
vacies of life against arbitrary power”9 regardless of 
changes in technology, and “place obstacles in the way 
of too permeating police surveillance.”10 

In this light, a host of sophisticated new investiga-
tive techniques appears to implicate some of the same 
privacy concerns that motivated a majority of the 
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Court in Carpenter, Riley, and Jones. 
From a location tracking perspective, 
Carpenter calls into question the con-
stitutionality of so-called “tower 
dumps,” or demands for data about 
unknown phones that happened to 
connect with a given cell tower during 
a given period of time. It also impli-
cates real-time or “prospective” cell-
phone tracking through the E911 sys-
tem, which can use either GPS data or 
cell site location information to find a 
phone with government-mandated 
accuracy. And finally, it is yet another 
indication that the use of “Stingray” 
devices — designed to spoof a cell-
phone tower to find phones in real 
time — is constitutionally suspect. 

Additionally, Carpenter cracked 
the armor of the “third-party doc-
trine,” signaling that the Fourth 
Amendment may protect other types 
of personal information held by  
third-party service providers like 
Google, Apple, or Facebook. Similarly, 
Carpenter speaks to the privacy of data 
captured by “smart” home devices that 
log activity and store data in the cloud. 
And it may prompt courts to reconsid-
er the privacy of financial records to 
the extent they differ from physical 
checks or bank statements. 

The following six sections provide 
promising avenues for future Fourth 
Amendment challenges that all defense 
lawyers should consider. Of course, 
many courts have not yet ruled on 
many of these issues, and there is 
sparse post-Carpenter case law avail-
able. As a result, this article is some-
what forward-looking, intended to 
serve as a starting point and reference 
document based on current trends.  

 

Location Tracking Cases 

Prior to Carpenter, the Supreme 
Court’s jurisprudence on location pri-
vacy revolved around the use of sur-
veillance devices to directly monitor 
suspects. In United States v. Knotts and 

United States v. Karo, the government 
used hidden “beepers” to track sus-
pects,11 whereas the Jones case involved 
a GPS tracker secretly installed on a 
car.12 Indeed, Justice Scalia, writing for 
Court in Jones, relied on the physical 
trespass caused by placing a GPS 
tracker on the undercarriage of the 
suspect’s car as the basis for finding a 
Fourth Amendment violation.13  
It was only a shadow majority of con-
currences in Jones that found the 
tracking itself to infringe on reason-
able expectations of privacy.14 
Carpenter explicitly endorsed those 
concurrences,15 and as a result, the 
defense bar has an opportunity to 
challenge other types of location 
tracking that also relies on third-party 
records, regardless of whether they 
involve a physical trespass.  

 
1.     Historical ‘Tower Dumps’ 

“Tower dumps” are demands for 
historical cell site location information 
(“CSLI”), similar to the records at 
issue in Carpenter. But instead of seek-
ing the records about a suspect phone 
over the course of days, weeks, or 
months, a tower dump seeks records 
about an unknown number of phones 
over a relatively short period of time. 
It is a request for cellphone service 
providers to turn over data on every 
device that connected to specific cell 
sites with known physical locations 
over a given period of time, usually 
measured in minutes or hours. From 
an investigative standpoint, a tower 
dump might help identify phones that 
were present at the scene of a crime. It 
could also be used to identify partici-
pants at a political protest, congre-
gants at a house of worship, or govern-
ment whistleblowers.16 

Tower dumps have become 
increasingly routine in recent years,17 
but there are few judicial opinions 
examining their constitutionality, and 
none issued since the Supreme Court 
decided Carpenter.18 From a Fourth 

Amendment perspective, tower dumps 
implicate many of the same concerns 
that troubled the Court in Carpenter, 
but they tend to sweep more broadly 
than deeply, affecting hundreds or 
thousands of people for a short time, as 
opposed to tracking one person over a 
long time.19 In fact, tower dumps may 
sweep so broadly that they amount to 
unconstitutional general warrants. 
They seek private cellphone records 
without any indication of who or how 
many people will have their privacy 
infringed, let alone probable cause for 
any one of them. Rather, such general-
ized, exploratory finishing expeditions 
are the kind of “dragnet” searches that 
the Court cautioned against in Knotts,20 
akin to the general warrants that the 
Framers reviled.21 As Carpenter recog-
nized, the Fourth Amendment must 
“contend with the seismic shifts in dig-
ital technology that made possible the 
tracking of not only [one person’s] 
location but also everyone else’s.”22 

Even if tower dumps are not out-
right unconstitutional, Carpenter makes 
it clear that a reasonable expectation of 
privacy exists in cellphone location data, 
which in turn triggers a warrant require-
ment.23 Of course, Carpenter also explic-
itly declined to decide the constitution-
ality of warrantless tower dumps,24 but 
the privacy interests in CSLI do not dis-
appear simply because of the method 
used to obtain it. Depending on the con-
text, tower dumps can provide  
an “intimate window” into the “privacies 
of life,” including one’s “familial, politi-
cal, professional, religious, and sexual 
associations.”25 They can pierce the walls 
of private homes and businesses.  
And they function as a virtual time 
machine, granting “access to a category 
of information otherwise unknow-
able.”26 While the duration of tower 
dumps may be more limited than the 
individual tracking in Carpenter, their 
reach is far broader, ensnaring potential-
ly hundreds or thousands of unknown, 
innocent people.27 In this light, tower 
dumps appear to demand a warrant fol-
lowing Carpenter, and defense lawyers 
would be wise to challenge any warrant-
less collection of such data.28 

 
2.     Real-Time E911 Tracking 

Another issue that Carpenter rec-
ognized, but did not reach, is real-time 
location tracking of cellphones.29 One 
common way to do this is through the 
“Enhanced 911” (“E911”) system. By 
way of background, federal law man-
dates that all cellphones have the ability 
to convey their location to emergency 
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responders when 911 is dialed.30 Law 
enforcement, however, has the ability to 
enable this feature surreptitiously, even 
when the phone is not in use, 911 has 
not been called, and location services 
are not enabled. Depending on the 
service provider and the model of 
phone, the E911 system may use the 
phone’s built-in GPS capabilities or else 
triangulate its location by “pinging” the 
device over the company’s cellular net-
work. Services providers then give law 
enforcement access to the phone’s loca-
tion through email updates, or they 
provide direct access through a pur-
pose-built web portal.31 

The Supreme Court’s concern over 
warrantless GPS tracking has been 
apparent since Jones, and the Carpenter 
Court noted that the “accuracy of CSLI is 
rapidly approaching GPS-level preci-
sion.”32 But unlike Jones, there is no need 
to install a physical device and commit a 
trespass in order to track a cellphone. 
Modern phones come factory-equipped 
to convey their location to service 
providers on demand, and by extension, 
to law enforcement through the E911 
system. Consequently, there is a lingering 
argument that individuals lack a reason-
able expectation of privacy in E911 data 
because it is not obtained directly, but 
through the third-party service 
provider.33 Carpenter, however, should 
put this contention to rest. Just like his-
torical CSLI, E911 data can track a phone 
precisely, “beyond public thoroughfares 
and into private residences, doctor’s 
offices, political headquarters, and other 
potentially revealing locales.”34 And when 
the government “achieves [such] near 
perfect surveillance, [it is] as if it had 
attached an ankle monitor to the phone’s 
user.”35 Here, Carpenter teaches that the 
intermediary role of third-party service 
providers is no longer fatal to Fourth 
Amendment challenges.36  

In fact, the government’s use of the 
E911 system may not present a true third-
party records issue at all. Rather than 
obtaining existing information, the gov-
ernment may effectively commandeer a 
service provider’s system, causing location 
data to be transmitted directly through 
E911 channels without any voluntary 
activity on behalf of the user. In this 
respect, real-time tracking with E911 can 
operate as a direct search and seizure of a 
phone’s location data, similar to the use of 
“Stingray” devices, as discussed next. 

 
3.     Real-Time ‘Stingray’ Tracking 

A “Stingray” is the most well-
known brand name of a device generi-
cally referred to as a “cell site simula-

tor.”37 It is a little larger than a brief-
case and it works by mimicking a cell-
phone tower, like the cell sites used by 
service providers in Carpenter. The 
essential difference is that a Stingray 
connects to law enforcement instead of 
the cellphone service provider. It 
forces every phone within range to 
connect to it (instead of the real cellu-
lar network), revealing their unique 
assigned serial numbers.38 In short, the 
government does not just comman-
deer a service provider, it pretends to 
be one. Newer versions of the Stingray 
also have the capability to intercept 
voice and data transmissions.39 

Police use Stingrays in two ways. 
First, they can attempt to locate a 
known suspect’s phone by scanning 
the area for its unique serial number. 
The range of Stingrays is limited, 
however, so their use often follows 
access to historical or real-time cell-
phone location records, which may 
not be able to pinpoint the location of 
a particular phone as accurately as a 
Stingray.40 The alternative is to canvass 
an area and scoop up data on all the 
devices in range. This technique may 
be used to identify the individuals 
present at a location and capture 
information about the phones they 
are using, functioning like a real-time, 
roving tower dump. And if used in the 
latter capacity, it may also function 
like a general warrant. 

Stingrays capitalize on cell site 
location information, the same type of 
data at issue in Carpenter. But unlike 
Carpenter, the police generate and col-
lect it themselves. There is no third 
party involved at all, and no need to 
invoke the third-party doctrine. 
Instead, Stingrays cause a direct search 
and seizure of nearby phones, com-
mandeering their connections to the 
world. In this sense, the best analogy 
may be to Jones or Riley, with a clear 
element of trespass as well.41 
Nonetheless, Carpenter offers addi-
tional ammunition against the war-
rantless use of Stingrays: the reason-
able expectation of privacy in CSLI. As 
one Florida court recently put it, “If a 
warrant is required for the government 
to obtain historical cell site informa-
tion voluntarily maintained and in the 
possession of a third party … we can 
discern no reason why a warrant would 
not be required for the more invasive 
use of a cell site simulator.”42 Other 
courts reached the same conclusion 
before Carpenter,43 and as of 2015, it is 
Justice Department policy for agents to 
obtain warrants for Stingrays.44 

Third-Party Records Cases 
Location information is only one 

category of third-party data, and 
Carpenter raises the possibility that 
the Supreme Court will find other new 
“species” of records that demand 
Fourth Amendment protection. Justice 
Kennedy, in dissent, saw the writing on 
the wall, aptly describing the majori-
ty’s approach as a new “balancing test” 
that effectively supplants the old, 
bright-line rule of Miller and Smith.45 
“For each ‘qualitatively different cate-
gory’ of information,” Kennedy 
laments, “the privacy interests at stake 
must be weighed against the fact that 
the information has been disclosed to 
a third party.”46 If so, then the first task 
is to identify the privacy interests at 
stake in third-party records other than 
CSLI. We examine three species here 
— account data, modern bank records, 
and smart devices — and discuss how 
the Court might view them in a post-
Carpenter landscape.  

 
4.     Online Accounts 

Cellphone service providers are 
hardly the only type of modern tech-
nology company to maintain private 
data about their users. Today, most 
Americans maintain personal accounts 
with technology giants like Apple, 
Facebook, Google, and Microsoft in 
order to access the internet, use search 
engines, check email, and post  
on social media. Indeed, the prolifera-
tion of “cloud”-based services has 
migrated much of the modern office 
online, not to mention diaries, photo 
albums, music libraries, and book-
shelves. All these online activities gen-
erate third-party records that may 
include both the content of online 
communications and account activity 
as well as detailed “metadata” about 
how, when, and where a user interact-
ed with the service.47  

Carpenter does not directly 
address the privacy afforded to the 
myriad third-party records generated 
by such online activities, but it stands 
to reason that third-party data with 
privacy interests on par with CSLI 
should also receive Fourth Amendment 
protection. Although the Supreme 
Court has never held that a warrant is 
required for government access to 
email, for example, both the Justices 
and the government assumed as much 
at oral argument in Carpenter,48 
appearing to endorse the Sixth 
Circuit’s decision in United States v. 
Warshak.49 Indeed, lower courts now 
routinely require warrants to search 
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email, instant messaging, and social 
media accounts, no matter how old the 
data — despite a 1986 law authorizing 
warrantless searches of data older than 
180 days.50 Likewise, many companies 
will only disclose communications 
content pursuant to a warrant.51  

In the past, some courts have 
drawn a line between communications 
“content” and its associated “metada-
ta,” but that distinction derives from 
the same, outdated 1986 law at issue in 
Carpenter. It is, in short, another relic 
of technology. The best evidence is the 
Carpenter decision itself, which made 
no distinction between the content of 
cellphone use and the CLSI metadata it 
generates. Instead, the Court found 
that such metadata can trigger Fourth 
Amendment privacy concerns, just as 
much as “content.” Indeed, in the post-
Carpenter world, the distinction 
between content and metadata has rap-
idly lost its currency and may be open 
to new constitutional challenges.52 

Nonetheless, at least one post-
Carpenter court has ruled that a war-
rant is not required to obtain the IP 
address associated with the use of mes-
sages sent over a private messaging 
app.53 An IP address is a unique num-
ber assigned to every internet-con-
nected device; it is also capable of 
approximating the device’s physical 
location.54 Apps and online services 
record all user IP addresses out of 
necessity, usually creating a log that 
can be obtained by investigators. In 
United States v. Contreras, the Fifth 
Circuit found no privacy interest in 
that log, reasoning that the target IP 
address identified a static home loca-
tion and did not track the user’s day-
to-day movements.55 

But even if IP addresses cannot 
physically “track” people about town, 
they can still show one’s digital trav-
els, personal curiosities, and online 
associations. Indeed, they may detail 
the nature of private online activity, 
revealing far more information  
than seven days’ worth of CSLI. 
Investigators need not stitch together 
location coordinates or assume any 
intentions; the activity will be plain to 
see from web logs and the records of 
internet service providers. As a result, 

some people opt to conceal their IP 
address through anonymity services 
like “Tor,” a worldwide relay system 
designed to mask a user’s true IP 
address.56 While the use of Tor may 
demonstrate a strong subjective 
expectation of privacy, it should not 
be necessary to assure Fourth 
Amendment protection. In addition 
to IP addresses, any similarly revealing 
metadata associated with personal 
online accounts may be ripe for 
Fourth Amendment challenge.57 

 
5.     Modern Bank Records 

United States v. Miller was one of 
the seminal third-party doctrine cases, 
involving subpoenaed “checks, deposit 
slips, two financial statements, and 
three monthly statements.”58 The 
Supreme Court found no reasonable 
expectation of privacy in these docu-
ments because they were “negotiable 
instruments” for use in commercial 
transactions, distinguishing them from 
otherwise “confidential communica-
tions.”59 Modern bank records, howev-
er, entail far more than canceled checks 
and bank statements. Rather, they may 
come closer to resembling “confiden-
tial communications” depending on 
the type of data at issue. 

Today, banks offer many more 
services than they did in the 1970s, 
including e-commerce and mobile 
banking apps that track far more than 
just deposits and withdrawals, includ-
ing a customer’s purchasing prefer-
ences,60 IP addresses,61 and cellphone 
location information.62 Some banks 
even track when and how a user types, 
taps, or swipes online in order to 
detect fraud.63 Moreover, mobile pay-
ment services like Venmo and PayPal 
have a “social” component and collect 
data about a user’s “friends and con-
tacts,” a feature that enables transac-
tions via text message.64 

Modern bank records have come a 
long way from the “negotiable instru-
ments” of the 1970s.65 And as 
Carpenter makes clear, the privacy 
afforded to third-party data should be 
assessed on its own merits. Thus, to 
the extent that modern bank records 
now resemble “confidential communi-
cations” more than deposit slips or 

canceled checks, the Carpenter majori-
ty may be amendable to protecting 
them under the Fourth Amendment.66 
Although one federal circuit has 
already reaffirmed Miller after 
Carpenter, the case involved tradition-
al records such as bank statements and 
deposit slips.67 In the future, defense 
counsel should seek to distinguish the 
search of any nontraditional bank 
records and explain how they can 
reveal the same “intimate window into 
a person’s life” that the Carpenter deci-
sion seeks to protect.68 

 
6.     Smart Devices 

“Smart” devices have proliferated 
in recent years, imbuing ordinary 
objects with computing power and 
wireless connectivity — part of the so-
called “Internet of Things” — from 
smartwatches and glasses, to refrigera-
tors, utility meters, and “home” 
devices like the Amazon Echo and 
Apple HomePod. Smart devices track a 
great deal of personal information and 
are appealing targets for law enforce-
ment investigation.69 If the data resides 
on the device itself, then it should 
receive the same Fourth Amendment 
protection as a computer or cellphone 
under Riley. But if the data resides in 
the “cloud” or in the hands of a third-
party service provider, then Carpenter 
likely comes into play.  

While courts are just beginning to 
consider this issue, one federal circuit 
has already applied the rationale in 
Carpenter to a smart utility meter. In 
Naperville Smart Meter Awareness v. 
City of Naperville,70 the Seventh Circuit 
held that the collection of smart-meter 
electricity data at 15-minute intervals 
constitutes a Fourth Amendment 
search.71 With respect to the privacy 
interests at stake, the panel found that 
the technology-assisted meter reading 
is at least as rich and invasive as the 
thermal imaging in Kyllo v. United 
States.72 Indeed, such detailed records 
of electricity usage can reveal “when 
people are home, when people are 
away, when people sleep and eat,  
what types of appliances are in the 
home, and when those appliances are 
used.”73 The court therefore declined 
to apply the third-party doctrine, con-
cerned about leaving consumers with 
the choice between their privacy and 
using electricity.74 

The takeaway here is that the logic 
of Carpenter may extend well beyond 
cellphones and location data.75 Defense 
counsel should not be reluctant to 
invoke Carpenter.  
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Authors’ Note: Bringing a Fourth Amendment “location tracking” or “third-party records” 
challenge post-Carpenter may be daunting even for experienced defense counsel. NACDL’s 
Fourth Amendment Center is available to assist. Defense attorneys handling a challenging 
case that involves any of the issues discussed here should contact Fourth Amendment 
Center Director Jumana Musa (jmusa@nacdl.org) or Senior Litigation Counsel Michael Price 
(mprice@nacdl.org) for pro bono consultation or direct litigation assistance.



N A C D L . O R G                                                                D E C E M B E R  2 0 1 8

S
IX

 N
E

W
 F

O
U

R
T

H
 A

M
E

N
D

M
E

N
T

 C
H

A
L

L
E

N
G

E
S

25

A Word of Caution:  
The Good Faith Exception 

There was a great deal of hope that 
Carpenter would apply to pending cases in 
which law enforcement obtained cell site 
location information without a warrant. 
But a number of federal courts have held 
that warrantless acquisition of historical 
CSLI is subject to a “good faith” analysis, 
upholding pre-Carpenter searches on that 
basis.76 Defense counsel should expect the 
government to raise the “good faith” 
exception to any and all the issues raised 
supra. Defense counsel must be prepared 
to argue why the exception should  
not apply at all or why, based on the facts 
of the case, law enforcement officers 
should not be allowed to claim that they 
acted in good faith.77 

 

Conclusion 

The push to apply Carpenter beyond 
historical cell site location information has 
only just begun. The Fourth Amendment 
challenges identified here are a sampling of 
the possibilities as modern technologies 
spawn new devices and new types of data 
of interest to law enforcement. Defense 
counsel should pay close attention to new 
cases invoking Carpenter78 and seek to 
understand how new technologies  
work in order to educate judges to preserve 
Fourth Amendment guarantees in  
the digital world.  
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